
Blockchain Situation:

The bitFlowers chain was attacked leading up to the network disruption on the 28th of May 
2021. The team  acted quickly, and all exchange wallets were put into maintenance mode, all 
seed nodes were stopped, and chain movement was halted. This was necessary in order to 
locate the issue and figure out a solution.

Chain Analysis:

As soon as the chain was stopped, the team made a deep investigation of the debug file of the

seed nodes to find the problem.

The debug file was flooded with messages about block errors. As a result, numerous wallets

were forked and running on their own chain causing balance errors.



Solution:

After a thorough review, a known bug in the Scrypt code called “FutureDrift bug” was

discovered.

The FutureDrift code is responsible for checking the timestamps of blocks in the chain in

relation to the mempool and determine if the block is orphaned or not. This bug was exploited

when the wallet was in the POS phase.

When checking the code, we could see that the original code had the following parameters:

-Past Check: Time actual -300 secs

-Future Check: Time actual +300 secs

To correct this the new code has been updated to:

-Time actual +15 secs

With this code update, the block timestamps are more adjusted and prevent numerous forks. A

protocol increase was also included thereby forcing a wallet upgrade to be on the same

version. And finally, checkpoints were added to further ensure chain stability.



Protocol update:

Checkpoints:

Future Improvements:

This exploit was discovered and corrected quickly. Development has resumed on bitFlowers

with an increase in the security of the seed servers, rigorous checks on block stake generation,

and additional resources to eliminate future attacks.




